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Although there is, at this point, a good deal of information
available about the basic prohibitions and obligations im-
posed by the Privacy Standards (the Standards) under the
Health Insurance Portability and Accountability Act
(HIPAA), relatively little has been published on how the
Standards will affect the day-to-day operations of various
types of health care operations in specific situations, de-
spite the almost universal acknowledgment that the Stan-
dards will, in fact, have a sweeping effect on those opera-
tions.   In our presentations on the Standards for interna-
tional pain practices, hospitals, ambulatory surgery cen-
ters, and others, we have noted the frustration of providers
who have expressed a desire to “get beyond the basics”
and to see, in tangible ways, how specific operations and
recurrent issues will have to be confronted in light of the
Standards.  Accordingly, we have shifted many of our pre-
sentations to ones that focus on hypotheticals that deal with
the difficult and quite specific issues which our clients are
beginning to struggle with from a HIPAA compliance per-
spective.  This article is designed to take some of the
hypotheticals that we have discussed and present them to
our readership.  Our hope is that this discussion will begin
to help international pain practices really understand the
specific impact of HIPAA on their day-to-day operations.

Although the need to move forward quickly with changes
designed to comply with the HIPAA Standards is clear,
organizations, other than small health plans, will have un-
til April 14, 2003 to comply with those Standards.  Small
health plans will have until April 14, 2004.  As many inter-
national pain practices are realizing, the compliance dead-

line, despite being the better part of two years away, is
frighteningly close in light of how much needs to be ac-
complished to ensure compliance.

The Department of Health and Human Services, acting with
the Office of Civil Rights, has pledged to release a series
of guidance documents over the next twelve months or so,
which should measurably improve the difficult task of tak-
ing the Standards’ often quite generalized language.  In
addition, there is the prospect that some not insignificant
modifications to the Standards themselves will be made
on consent, the minimum necessary, and other selected
components of the Standards.  Still, the need to press for-
ward with implementation now is all too clear.

ARE  YOU  A  COVERED  ENTITY?

Pain Associates is a small practice that keeps its medical
records on paper and in file drawers.  It does not have any
electronic medical records; it only uses its computer for
accounting, scheduling and other fairly limited purposes.

Do the Standards apply to Pain Associates?  What if the
practice hires a billing company which files electronic
health care claims on its behalf?

The Standards only apply to covered entities which is de-
fined to include health plans, health care clearinghouse and
those health care providers who engage in “electronic stan-
dard transactions” such as filing health care claims elec-
tronically.  So, based on the facts presented here, Pain
Associates is not a covered entity.

However, if Pain Associates were to hire a billing com-
pany to engage in standard transactions on its behalf, the
Standards would apply to the practice.  Having a billing
company submit bills electronically for the practice would
clearly convert Pain Associates into a covered entity. The
practice may not escape the requirements of the rule by
outsourcing the billing function.  In addition, even though
the practice itself only holds protected health information
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(PHI) in paper records, the Standards would protect the
use and disclosure of PHI contained in those records, as
well as the electronic records held by the billing company.
This is because the definition of PHI includes any health
information, in whatever form, which identifies an indi-
vidual.

Additionally, if the practice submits one health care claim
electronically itself, the Privacy Standards would apply to
the practice.  There is no minimum threshold for the num-
ber of claims submitted by a practice electronically for the
requirements of the Standards to be triggered.  So, hypo-
thetically, if a covered entity engages in just one standard
electronic transaction, it must meet the requirements of the
Standards.

MISUSE  OF  PHI  IN  A  GROUP  HEALTH  PLAN

The Angel City Physician Clinic, which has 250 employ-
ees, including three interventional pain physicians estab-
lishes a group health plan for the benefit of its employees.
A couple of employees of the company perform adminis-
trative functions for the group health plan.  They some-
times have access to PHI as a consequence.  One of these
employees learns that someone in the company has con-
tracted hepatitis and tells her boss about the condition.
The Clinic Administrator, fearful of the cost implications
of the employee’s condition, decides to include the em-
ployee in a reduction in force.

Would this disclosure by the group health plan violate the
Standards?

Yes.  It is often the case that ERISA group health plans do
not have their own employees, so employees of the plan
sponsor are named as fiduciaries to undertake administra-
tive duties.  This relationship poses the danger that infor-
mation related to the health condition of employees will
be improperly shared between the health plan and the plan
sponsor.  The rule permits group health plans to disclose
PHI to plan sponsors for plan administration purposes, but
not for employment-related actions.  Thus, the disclosure
by the employee working in plan administration to the boss
for reasons other than plan administration would be a clear
violation of the Standards.  The consequences of such a
violation to the company are enormous, given the criminal
sanctions under the Standards.

IDENTIFYING BUSINESS ASSOCIATES

Comprehensive Pain Care, P.A. hires a law firm to defend

it in a malpractice case.  Ambulatory Surgery Centers,
Inc. discloses PHI to a health plan for payment purposes.

Which of these entities, the law firm or the health plan,
would be considered a business associate under the Stan-
dards such that a business associate contract would be re-
quired?

The law firm.  A business associate is defined under the
rule as an entity which (1) performs a function involving
PHI for or on behalf of a covered entity or (2) provides
specified services, such as legal and accounting services
which involve the disclosure of PHI, to a covered entity.
The law firm, because it would be defending the practice
in a legal action and the practice would have to disclose
PHI to the law firm to enable it to do that, is a business
associate.  Therefore, the law firm and the practice would
have to enter into a contract which protects the use and
disclosure of PHI by the law firm before disclosure is made.
The health plan would not be a business associate of the
ambulatory surgery center because it would not be per-
forming a function for or on behalf of the ASC or provid-
ing one of the specified services to it.  When it pays for
services performed by the ASC, it is undertaking a task for
its own business purposes, not as a contractor to the ASC.

COVERED  ENTITY’S  RESPONSIBILITY  FOR
BUSINESS  ASSOCIATE’S  MISUSE  OF  PHI

An interventional pain practice hires an accounting firm
to provide it with on-going analysis of its operations to
better improve its efficiency and profitability.  The account-
ing firm issues a report to the practice.  An employee of
the accounting firm uses the PHI his employer gathered
during the contract and faxes it to a number that he thinks
is one used by the practice.  Unfortunately, it is not.  It is
the fax number of the patient’s brother, who was listed as
a contact for the patient on the medical records in the event
of an emergency.

Would the practice be subject to penalties under the rule
for the actions of the accounting firm and its employee?

It depends.  Clearly, the disclosure of PHI by the account-
ing firm would violate the terms of the business associate
contract as the disclosure was not made for the purposes
of improving the business operations of the hospital.  Un-
der the Standards, covered entities are not required to ac-
tively monitor their business associates, but they will be
held responsible for business associate violations where
they have knowledge of an improper use or disclosure by
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the business associate, and fail to take appropriate correc-
tive action.  Assuming the practice was not aware of the
disclosure of its PHI and took appropriate corrective ac-
tion once (and if it became aware of the misuse of the PHI),
the practice would not have violated the Standards.

DE-IDENTIFYING  INFORMATION

A consulting company, We Have All the Answers, Inc.,
consults with an interventional pain practice on how it
may improve its billings and collections.  In order to do
this, the consulting company must have access to practice
bills and the medical information contained in the bills.  If
the practice discloses this information to the consulting
company, it must have patient consent and a business as-
sociate contract which allows the disclosure.  Further, it
must ensure that it provides the minimum necessary PHI
to accomplish the billing and collection review.

Does the practice have another option besides the above?

Yes.  The practice could create de-identified information
and provide only that information to the consulting com-
pany.  The practice would need to remove the name, tele-
phone number, fax number, address, social security num-
ber, medical record number, photographic image and any
other identifier from the record which could be used to
identify an individual.  Or, it could remove fewer identifi-
ers than is required to meet this safe harbor, if a person
with appropriate statistical and scientific knowledge de-
termines that the risk of identification would be small.  The
Standards do not apply to the use and disclosure of de-
identified information.  So, the practice could disclose the
de-identified information to anyone for any purpose as-
suming that it did not also disclose the key to the informa-
tion.

If the consulting company needed to be able to refer the
practice to particular health records, the practice could as-
sign dummy numbers for that purpose which the practice
could later use to match information with a particular
record. Covered entities may use codes and similar means
of marking records so that they may be linked or later re-
identified, if the code does not contain information about
the subject of the individual (such as a code that is deriva-
tive of an individual’s social security number).  The cov-
ered entity is also prohibited from disclosing the mecha-
nism for re-identification, such as tables, algorithms, or
other tools that could be used to link the information.

The problem with the de-identification approach, of course,

is that it can be so costly to employ.  The cost grows with
the number and volume of documents that must be
“scrubbed.”

DISCLOSURES  TO  OVERSIGHT  AGENCIES

An insurance company acts as the Part B Carrier to Pain
Consultants, P.A.  The physician practice submits a large
number of Medicare claims for a particular injection pro-
cedure so that the practice’s utilization rates of this proce-
dure appear aberrant, even though they are not.  The Car-
rier suspects billing fraud and requests medical records
from the practice as part of a post-payment audit.

May the practice disclose this information without permis-
sion from the patient under the Privacy Standards?

Yes.  The Privacy Standards permit covered entities to dis-
close PHI to health oversight agencies, such as the OIG
and those who act on behalf of such agencies for the pur-
poses of oversight activities, without obtaining permission
(consent, verbal agreement or authorization) from the in-
dividual who is the subject of the records.  Therefore, the
disclosure of PHI by the physician practice to the Carrier
would not violate the Standards.

LEGAL  REQUESTS  FOR  INFORMATION

A person injured in a car crash is treated at an ambula-
tory surgery center.  The ASC receives a request for medi-
cal records from an attorney who represents the driver in
the automobile accident.  The request states that the attor-
ney represents the driver who has been sued for negli-
gence by the patient and to send the records to the lawyer
within 15 days of receipt of the letter.

May the center disclose the patient’s records to the attor-
ney without an authorization from the patient?

No.  Although there is a category of permissible uses and
disclosure which permits the use and disclosure of PHI for
judicial and administrative purposes without patient per-
mission, the rule permits disclosure only upon (1) an order
from a court or administrative tribunal OR (2) upon proof
that the person seeking disclosure attempted to notify the
individual who is the subject of the information and the
individual did not object, or that a qualified protective or-
der was obtained.  It does not matter that state law might
permit the disclosure under the theory that the patient
waives his right to confidentiality by filing suit in a claim
that puts his health condition at issue.  To release the infor-
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mation, the patient would have to sign a specific authori-
zation for this purpose.

WHAT  ABOUT  MARKETING  AND
FUNDRAISING?

A large community hospital has recently established a new
pain center.  The hospital sends flyers announcing the new
pain center to all persons who have been admitted to the
hospital within the past six years.  It also accesses it records
to determine who has received pain treatments at the hos-
pital in the past six years.  These individuals receive so-
licitations to try and raise money for the development of
the new pain center.  The hospital also posts on its web
site a positive testimonial from a patient who received in-
jections at the center, but does not obtain the individual’s
authorization to do so.

Are these activities permitted under the Privacy Standards?

The Standards define marketing as a communication about
a product or service designed to encourage the recipient of
the communication to purchase or use the product or ser-
vice.  In response to significant comments to the Standards,
the Standards permit numerous forms of marketing activi-
ties without the need for an individual authorization.  For
instance, a covered entity may use and disclose protected
health information for marketing its health-related prod-
ucts and services if certain requirements are met. First, the
communication must identify the covered entity, state if
the covered entity will be paid for making the communica-
tion, and state that the individual may opt-out of future
communications.  Additionally, if the covered entity has
used PHI to target individuals based upon their health sta-
tus, the covered entity must make a determination that the
service being advertised would be beneficial to the indi-
vidual.  It also must explain why the individual has been
targeted to receive the flyers.

In order to be compliant with the rules, all flyers announc-
ing the pain center must specifically identify the hospital.
In addition, the flyers should indicate how the recipient of
the flyer may opt out of future communications.

It would be inappropriate for the hospital to target past
pain patients for pain center solicitations unless the pa-
tient had signed an individual authorization specific to the
intended use.  It is important to distinguish marketing from
fundraising activities under these rules.  Fundraising is a
solicitation for the purpose of raising funds to benefit a
covered entity.  In comparison to marketing activities,

fundraising activities are much more restricted under the
Privacy Standards.  According to the rules, general
fundraising may not be targeted to an individual based upon
the past health status of the individual.  Instead, PHI used
for fundraising, without a specific patient authorization,
must be limited to demographic information and dates of
treatment.  Diagnosis or nature of the services received is
not considered “demographic information.”  Demographic
information includes name, address and other contact in-
formation, age, gender and insurance status.

Finally, under the new Standards, it is impermissible to
post a patient testimonial without permission from the in-
dividual.  This use requires a specific written authoriza-
tion from the individual.

PARTICIPATION  ON  A  PROVIDER
COMMITTEE

One of the physicians with staff privileges at a community
hospital is asked to participate in the hospital’s quality
assurance reviews.

May the physician participate in this review of PHI, even
though the review does not involve the physician’s own
patients?

Yes.  Under the Standards, providers in an organized health
care arrangement may share information to support the
health care operations of the enterprise, even though the
sharing may not directly benefit a particular participant of
the arrangement.  Organized health care arrangements are
arrangements which involve clinical or operational inte-
gration among legally separate covered entities.  Individu-
als who obtain services from them have an expectation that
operations are integrated and jointly managed.

The definition of health care operations includes quality
assessment and improvement activities of a covered entity
or of an organized health care arrangement in which a cov-
ered entity participates.  Therefore, the physician on staff
at the hospital may review information containing PHI for
quality assurance purposes, even though the information
does not relate to his own patients.

PICKING  UP  MEDICATIONS  FOR  A  FRIEND

An elderly woman is bedridden and is unable to leave the
house to pick up her pain medication.  She calls a friend
of hers and asks her to pick up her prescription for her.
Her friend goes to the pharmacy and asks to pick up the
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woman’s medication.

May the pharmacist give the prescription medication to
the friend?

Yes. One of the permissible disclosures under the Stan-
dards is for disclosures to persons assisting in a patient’s
care.  If an individual is present, this type of disclosure
may be made, where the covered entity simply obtains the
affected individual’s oral agreement.  The agreement does
not have to be written; it may even be inferred from the
circumstances.  If an individual is not present, or is inca-
pacitated, a covered entity may release the information if
it determines, in the exercise of its reasonable professional
judgment, that the disclosure is in the best interests of the
patient and it discloses only the PHI relevant to the person’s
involvement in the patient’s care.  So, the pharmacist in
this example may disclose PHI to the patient’s friend if it
is in the patient’s best interests, but it must restrict the
amount of information given about the patient.

Of course, the rule leaves open exactly what information
could be disclosed to a friend in this kind of situation.  It is
common today for pharmacists to attach on the outside of
a bag containing the medication a sheet which describes
what the medication is for, the instructions for its use and
information about combining the medication with other
medications the patient may be taking.  In a case like the
one presented here, the pharmacist might be under an ob-
ligation to place this sort of information within the bag.

What information could be disclosed to the friend would
probably depend on the circumstances.  If a friend or spouse
had to assist the patient with taking the medication, the
pharmacist could probably disclose more information re-
garding the recommended doses and need for the medica-
tion.

DISCLOSURES  FOR  LAW  ENFORCEMENT
PURPOSES

An interventional pain management physician prescribes
narcotics for some of his patients that suffer from chronic
pain.  One day, an agent from the Drug Enforcement
Agency (DEA) appears  at the physician’s office with a
subpoena for some of the physician’s medical records.  The
physician has been targeted for investigation because the
physician allegedly has irregular patterns of prescribing
controlling substances.

May the physician release PHI as requested by the DEA

agent consistent with the Privacy Standards?

Under the Privacy Standards, disclosures to law enforce-
ment agents are permissible without individual authoriza-
tion only under certain circumstances.  One circumstance
where it is permissible for a provider to disclose PHI  to
law enforcement officials is where the disclosure is required
by law.  A covered entity may disclose PHI in compliance
with a court order or a court-ordered warrant, or a sub-
poena or summons issued by a judicial officer, or a grand
jury subpoena.  So, it would clearly be permissible for the
pain physician in our hypothetical to disclose the informa-
tion requested by the DEA agent.

WHAT  IS  THE  NOTICE  OF  PRIVATE
PRACTICE?

Mr. Green, a 38-year-old man, is referred to Dr. Smith for
evaluation of chronic pain.  In addition to other elements
of the plan, Dr. Smith assesses the medical management
and finds the patient is not as compliant as he should be
with his medications.  Dr. Smith also learns that Mr. Green
has a tendency to miss appointments.  To improve Mr.
Green’s compliance, involving the lower back Dr. Smith’s
group has started mailing medication and appointment
reminders to existing patients.  Like other conscientious
physician groups, Dr. Smith’s practice also is concerned
about its own compliance activities.  As a result, the prac-
tice has decided to contract with an outside law firm to
coordinate annual chart audits.  The practice also has hired
an external billing company to perform billing and col-
lection services on behalf of the practice.  When Mr. Green
presents at the admission’s window of Dr. Smith’s prac-
tice, he is  given a “Notice of Privacy Practices.”

Why is he given this document and what is it?

The Privacy Standards require covered entities, such as
physician practices, to develop a “Notice of Privacy Prac-
tices” that must be shared with any individual who pro-
vides PHI to the covered entity.  It must be provided to a
patient in writing no later than the first time that the prac-
tice sees the patient after the Privacy Standards implemen-
tation deadline of April 14, 2003.

The Notice of Privacy Practices is a complete, and de-
tailed description of a covered entity’s possible uses and
disclosures of PHI.  It explains how the provider will use
and disclose PHI obtained from a patient.  The Notice also
explains the rights of individuals under the Privacy Stan-
dards and the legal obligations of the covered entity with
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respect to PHI.  In general, health care providers must post
the Notice prominently, and must furnish a copy to each
individual when the individual first receives care.

The detailed elements that must be contained within the
Notice are specified in the Privacy Standards.  While many
of the elements appear generic, every covered entity must
customize the Notice to its own behavior.

The Notice must include a description and at least one ex-
ample of the types of uses and disclosures that the covered
entity expects to make.  Treatment, payment, and health
care operations each require a separate example. Dr.
Smith’s Notice might reference the outside billing com-
pany or auditor as an expected recipient of Mr. Green’s
PHI.

Since the practice contacts patients with appointment re-
minders, Dr. Smith’s Notice also will need a separate ex-
planation about this intended use.  Another separate state-
ment also would be required if the practice intended to
send individuals information about treatment alternatives,
or other services that may be of interest.

The Notice also must include a general description of other
permitted uses for which neither written consent nor an
authorization are required.  This includes disclosure to in-
dividuals involved in the patient’s care or payment related
to the individual’s care, such as family members, relatives,
or close personal friends.  It also includes a general dis-
cussion of the public policy exceptions to the consent/agree-
ment/authorization requirements.

Dr. Smith’s practice, like all covered entities, must estab-
lish policies and procedures to implement the individual
rights mandated under the Privacy Standards.  The Notice
must explain these rights and how an individual may exer-
cise them.

Finally, the Notice must contain certain contact informa-
tion about how to file a complaint with the Secretary of the
Department of Health and Human Services and the health
care provider, and must provide the name and telephone
number of a person at the covered entity who may be con-
tacted for more information about the Privacy Standards.

Covered entities should think carefully when developing
their Notice.  Making revisions may result in significant
costs because covered entities must inform individuals
when the Notice is amended and offer them a revised No-
tice.  It is important to draft this document correctly in the

first instance.

PSYCHOTHERAPY  NOTES

A psychologist provides psychotherapy as part of Pain
Consultants, P.A.  One of the patients of the psychologist
is a resident of a Nursing Facility.  The Nursing Facility
has requested copies of the psychotherapy records to sub-
stantiate the medical necessity of the services.  The pain
practice submits bills to Medicare electronically and is a
covered entity under the Standards.

Is the psychologist permitted to disclose his or her psy-
chotherapy notes to the Nursing Facility?

No, unless an authorization is obtained.  In general, a cov-
ered entity must obtain an authorization for any use or dis-
closure of psychotherapy notes.  There are limited excep-
tions to this rule, none of which are applicable here.   Psy-
chotherapy notes are notes kept by mental health profes-
sionals to document or analyze the contents of conversa-
tions during private, group, or family counseling sessions
and are separated from the rest of an individual’s medical
record.  Psychotherapy notes exclude medication prescrip-
tion and monitoring, counseling session start and stop times,
the modalities and frequencies of treatment furnished, re-
sults of clinical tests, and any summary of diagnosis, func-
tional status, the treatment plan, symptoms, prognosis, and
progress to date.   Because the term psychotherapy notes
is defined to exclude information necessary for treatment
and payment, it was thought that there should be little need
to use or disclose the notes of conversations between psy-
chotherapists and their patients.  In this way, the Privacy
Standards provide special protections to psychotherapy
notes.

A valid authorization to disclose psychotherapy notes must
contain at least the following elements:

♦ a description of the notes to be disclosed;
♦ the name of the psychotherapist being authorized

to make the requested disclosure;
♦ the name or identity of the person or class or per-

sons to whom the disclosure is to be made;
♦ an expiration date or expiration event;
♦ a statement of the individual’s right to revoke the

authorization in writing and the exceptions to the
right to revoke;

♦ a statement that information used or disclosed
pursuant to the authorization may be subject to
redisclosure by the recipient and no longer be
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protected by the privacy Standards;
♦ signature of the individual and date; and
♦ if the authorization is signed by a personal repre-

sentative, a description of such representative’s
authority to act for the individual.

FAMILY  MEMBERS  INVOLVED  IN  CARE
COMMUNICATIONS

Mrs. Johnson is 60 years old, has chronic pain, heart dis-
ease, diabetes, arthritis, depression, and some hearing loss.
The patient’s primary language is Spanish.  Although the
patient understands most English and can speak some
English, the patient is most comfortable in her native lan-
guage.  The patient’s daughter has always handled patient’s
affairs, including communicating with her mother’s health
care providers on symptoms, course of treatment, medica-
tion, tests, obtaining copies of medical records, and all
medical decisions.  The daughter also translates for the
mother when appropriate during medical visits and about

follow-up decisions.

How do the HIPAA Privacy standards impact the daughter’s
role in managing her mother’s care?

The health care entities (insurance payors, nursing home,
home health agencies, physicians, etc.) must make sure that
there is appropriate permission from the patient for infor-
mation to be shared with the daughter.  In a case such as
this, a verbal agreement from the patient should be suffi-
cient.  The consent may also be inferred by the circum-
stances.  The minimum necessary restriction would still
apply, however.

CONCLUSION

The Privacy Standards will pose many implementation
challenges, but with more information about how to re-
spond to specific situations, those implementation chal-
lenges may seem somewhat less daunting.


