Pain Physician 2015; 18:E293-E298 ¢ ISSN 2150-1149

Health Policy Review

le

Harm

A Case for Restraint of Explosive Growth of
Health Information Technology: First, Do No

Laxmaiah Manchikanti, MD', and Joshua A. Hirsch, MD?

From: *Pain Management
Center of Paducah, Paducah,
KY, and University of Louisville;
and *Massachusetts General
Hospital and Harvard Medical
School, Boston, MA.

Dr. Manchikanti is Medical
Director of the Pain
Management Center of
Paducah, Paducah, KY,

and Clinical Professor,
Anesthesiology and
Perioperative Medicine,
University of Louisville,
Louisville, KY. Dr. Hirsch is Vice
Chief of Interventional Care,
Chief of Neurolnterventional
Spine, Service Line

Chief of Interventional
Radiology, Director of
Neurolnterventional Services
and Neuroendovascular
Program, Massachusetts
General Hospital; and Associate
Professor, Harvard Medical
School, Boston, MA.

Address Correspondence:
Laxmaiah Manchikanti, MD
2831 Lone Oak Road

Paducah, Kentucky 42003
E-mail: drim@thepainmd.com

Disclaimer: There was no
external funding in the
preparation of this manuscript.
Conflict of Interest: Dr.
Manchikanti has provided
limited consulting services
to Semnur Pharmaceuticals,
Incorporated, which is
developing nonparticulate
steroids. Dr. Hirsch is a
consultant for Medtronic.

Manuscript received: 05-05-2015
Accepted for publication:
05-11-2015

Free full manuscript:
www.painphysicianjournal.com

espite the mounting evidence of challenges with health information

technology (IT) as well as patient safety concerns, the health IT industry for

decades has been the beneficiary of continuing regulatory accommodation
(1-8). The Economic Cycle Research Institute’s (ECRI) top 10 patient safety concerns
for 2014 is topped by data integrity failures with health IT systems (9). In fact, the
health IT safety concerns have been extensively reported (10-20). Even then, health IT
is largely unregulated, with increased funding and profits compared to other health
care sectors as well as other safety sensitive industries such as aviation, automotive,
or energy, with little accountability, even though it continues to be experimental with
no proof of necessity or effectiveness (3). The regulatory accommodations of IT fail to
follow the medical dictum Primum non nocere, “first, do no harm.” Health IT someday
may achieve many of the promises made about it, but only if done well (3,19,21).
Thus far, health IT has not earned the trust of providers which is demonstrated by
the continued dissatisfaction and perceived declining quality of care (19-32). When
imposing regulations on society with computerization of health care, a reflective,
inquisitive, logical thinking is essential on deciding the evidence or lack thereof of
functionality, reliability, and cost effectiveness (3,19-21,32). In any industry before
a product is sold, evidence must be established and trust must be earned; however,
in the health care IT industry, no such requirement is essential as Congress and the
Administration have bypassed the evidence and trust by regulation (33,34).

Health IT has been sold by promising a revolution in medicine. Regulators, and
consequently the public, have been told that health care IT will transform medicine
with drastic reductions in errors and costs and increased efficiency and productivity
(3,19,20,32,34). Further, health care IT has promised that it will help clinicians in the
delivery of health care and patients in shared decision making and self-advocacy (35).
If appropriately performed with slow and careful development, being treated as an
experimental device as any other device by the Food and Drug Administration (FDA),
health care IT will facilitate delivery of health care, potentially improving care and
access. Conversely, it is unlikely an experimental product will continue to expand for
the good of the society just based on the belief of regulators, without trust from the
providers and evidence of efficacy and reliability.

The concerns related to health care IT are not new, surprisingly get very little
press, and continue to mount (2,4,35,36). U.S. National Academies, National Research
Council has concluded that current efforts aimed at nationwide deployment of health
care IT will not be sufficient to achieve medical leaders’ vision of health care in the
twenty-first century and may even set back the cause (36). In January 2009, after
visits to 8 U.S. medical centers, National Academies, with leadership in the field of
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health care IT, concluded that greater emphasis should
be placed on IT that provides health care workers and
patients with cognitive support, such as assistance in
decision making and problem solving (2). Even though
multiple institutions showed a strong commitment to
deliver quality health care, the health IT systems fell
short of what was needed to realize the Institute of
Medicine (IOM) vision. The report described difficulties
with data sharing and integration, deployment of new
IT capabilities, and large-scale data management. Fur-
ther, they showed that current health care IT systems
offered very little cognitive support to clinicians where
they continue to spend a great deal of time sifting
through large amounts of raw data and integrating it
with their medical knowledge to form a picture of pa-
tients’ health. As expected, many providers have been
using IT systems mainly to comply with regulations or to
defend against lawsuits, rather than to improve qual-
ity of care or access. Thus, IOM (2) concluded as early
as January 2009, and again in 2012 (4), that valuable
time and energy was spent managing data as opposed
to understanding the patient. The report identified
multiple principles for improving the implementation
of IT in health care with recommendations to embrace
measurable improvements in quality of care as the driv-
ing rationale for adopting health care IT and avoiding
programs that focus on adoption of specific clinical
applications. Further, they concluded that the success
will only depend upon accelerating interdisciplinary re-
search in biomedical environments, computer science,
social science, and health care engineering. While none
of these have been considered, health care IT took off
with the American Recovery and Reinvestment Act
of 2009 (AARA) (33) with allocation of $30 billion for
mandatory electronic health records (EHRs). However,
with the AARA came numerous regulations, including
meaningful use, which have turned into 3 phases mea-
suring thousands of pages and generally have become
meaningless with ever-changing regulations and diffi-
culty applying them with clinical relevance. In addition,
the Physician Quality Reporting System (PQRS) and
value-based payments also have been integrated into
practices, along with the soon-to-be-integrated ICD-10,
increasing the regulatory atmosphere and reducing pa-
tient care (2,21,31-40).

In contrast to the belief in the United States that
health IT is greatly successful and reliable across the
world, National Health Services (NHS) announced that
a $12.7 national program for IT was ending after years
of delays, technical difficulties, contractual disputes,

and rising costs (22). This failure is despite NHS being a
single payer system with very few regulations on pro-
viders. However, now it appears that the United States
as well as the UK have worked for over 6 years and rec-
ognized the failures with UK embarking on investment
of $18 billion in health IT in 2005 (22), and the United
States with $30 billion investment in 2008, ultimately
resulting in a memorandum of understanding between
both countries (22-24,33).

Patient Safety Concerns

As described earlier, the ECRI showed data integrity
failures with health IT systems as the number one pa-
tient safety concern for 2014 (9). The data also showed
other deficiencies which may have some relationship to
data integrity failures of health care IT. This report is
the second annual patient safety list compiled by ECRI.
It is based on patient safety reports that health care or-
ganizations voluntarily send to the institute over the
past year. Since 2009, ECRI has collected over 500,000
adverse event reports from more than 1,000 hospitals.
The top 5 health IT issues included Health Insurance
Portability and Accountability Act (HIPAA) compliance,
patient engagement, long-term and post-acute care,
medical home models, and International Classification
of Disease-10 (ICD-10) compliance (10,11). HIPAA com-
pliance is extremely onerous with mandatory fines for
instances of willful negligence at a minimum of $10,000,
which may climb as high as $50,000, for a total of $1.5
million per year. Another major issue is the ICD-10 com-
pliance with its major disadvantages (21). However,
among the top 10 health IT issues in 2013, meaningful
use was the number one issue with HIPAA compliance
as number four and ICD-10 as number 12 (12). In 2014,
analysis of malpractice claims confirmed the risks in EHR
(12). In the analysis of 147 cases in which EHRs were a
contributing factor, computer systems that don't talk to
each other, test results that aren’t routed properly, and
mistakes caused by faulty data entry or copying and
pasting were among the EHR-related problems found
in the claims, which represented $61 million in direct
payments and legal expenses. Unfortunately, half of
the 147 cases that resulted in severe injury and patients’
deaths were a likely result of IT. In earlier reports, ECRI
Deep Dive Study of health IT events (13) published in
2013 that said there were 171 health IT malfunctions
and disconnects that caused or could have caused pa-
tient harm. The 36 hospitals that participated in the
ECRI IT project were among the hospitals around the
country for which ECRI served as a patient safety orga-

E294

www.painphysicianjournal.com



A Case for Restraint of Health IT

nization. Among the 171 events, 53% involved a medi-
cation management system, whereas 8% were caused
by radiology or diagnostic imaging systems including
picture archiving and communication system. Table 1
shows the illustration of the documented events.

Further, they have described it as only the tip of the
iceberg which underscores the risks associated with in-
formation technology and patient safety (13). As early as
2008, the Joint Commission on Accreditation of Health-
care Organizations (JCAHO) has provided sentinel event
alerts in reference to the safety of implementing health
information and converging technologies. To combat
these issues, JCAHO has provided 13 recommendations
(15). A 2014 report provided a sobering assessment for
medical economics about EHRs (16). Extensive dissatis-
faction of EHRs are shown in Figure 1 (32,41):

e 73% of the largest practices would not purchase
their current EHR system.

e 66% of internal medicine specialists would not
purchase their current system.

e 60% of family medicine physicians would also
make another EHR choice.

e 67% of physicians dislike the functionality of the

EHR systems.

e 50% of physicians say the cost of these systems is
too high.

e 40% state that patient care is worse since imple-
menting an EHR.

e Nearly 23% of internists say patient care is sig-
nificantly worse.

e 65% of respondents say their EHR systems result in
financial loses for the practice.

*  43% of internists and other specialists and sub-
specialists outside primary care characterized
the losses as significant.

* 69% said that coordination of care with hospitals
has not improved.

e 38% continue to doubt their system will be viable
in 5 years.

e 74% believe their vendors will be in business over
the next 5 years.

Regulators dismiss such dissatisfaction as well as re-
ports of harms as anecdotes, and continue to believe the
statements from IT executives who continue to benefit.

More recently, the federal government has been
criticized for lax oversight of health IT safety (8). An
example was that in 2013, a 2-year old child’s weight
which was written as 35 translated into 77 Ibs., requir-

Table 1. Illustration of the documented events.

e 171 Total events documented
e 53% medication management system
e 25% involved computerized order entry system
e 15% involved electronic medication administra-
tion record
e 11% involved pharmacy systems
e 2% involved automated dispensing systems
17% were caused by clinical documentation systems
13% were caused by lab information systems
9% were caused by computers not functioning
8% were caused by radiology or diagnostic imaging
systems, including PACS
e 1% were caused by clinical decision support systems

Source: Peering underneath the iceberg’s water level: AMNews
on the new ECRI “deep dive” study of health IT “events.”
Health Care Renewal, February 28, 2013 (13).
http://hcrenewal.blogspot.com/2013/02/peering-underneath-
icebergs-water-level.html

ing hospitalization. Following this report, the Office of
National Coordinator (ONC) has revised their IT regula-
tions (8,14-16). Scot Silverstein, adjunct professor, Insti-
tute for Healthcare Informatics, College of Information
Science and Technology, Drexel University, Philadel-
phia, Pennsylvania, has provided extensive information
on critical thinking on building trusted, transformative
medical information systems to improve health IT as
the first step. IOM of the National Academies in No-
vember 2011 published another report on health IT
and patient safety (42). In this report IOM was aware
of severe health IT risks and safety issues and recog-
nized that health IT is unregulated, but admits it does
not know the magnitude of the risks and safety issues.
U.S. National Institute of Standards and Technology
from the Department of Commerce, in a September
2011 report entitled Technical Evaluation Period Test-
ing and Validation of the Usability of Electronic Health
Records, concluded that commercial health IT is not
very usable, creating lost efficiency and risk, and much
remedial work is needed (36). Further, Linder et al (25),
in their manuscript in 2007, concluded that as imple-
mented, EHRs were not associated with better quality
ambulatory care. Romano and Stafford (26) showed
that their findings indicated no consistent association
between EHRs and clinical decision support (CDS) and
better quality, raising multiple concerns about the abil-
ity of health IT to fundamentally alter outpatient care
quality.

Clinical Decision Support (CDS)
A systematic review of the impact of e-health on
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Fig. 1. Dismal rating of functionality and costs of modern EMRs.

the quality and safety of health care by Black et al (27)
provided conclusions that there was a large gap be-
tween the postulated and empirically demonstrated
benefits of e-health technologies. Further, they also
concluded that there was a lack of robust research on
the risks of implementing the IT. What is worse is that
there was no evidence of cost effectiveness. DesRoches
et al (28) showed more modest results with examina-
tion of EHR adoption in U.S. hospitals, comparing the
relationship to quality and efficiency. They concluded
that the relationships were modest at best and gener-
ally lacked statistical or clinical significance. Multiple
other manuscripts have provided insight into the lack
of efficacy, lack of cost effectiveness, and associated
risks (5,9,27-40).

SGR Repeal and IT Relationship

The recent legislation, Medicare Access and CHIP
Reauthorization Act (MACRA) of 2015, which led to
the repeal of Medicare’s sustainable growth rate for-
mula (SGR) for physician payments (43-49), has provid-
ed significant incentives for IT, despite the challenges
described above. One of the aspects of MACRA is the
merit-based payer system combining multiple qual-
ity measures into one program which include the EHR
incentive program, the physician quality reporting sys-

tem, and the value-based payment modifier established
under the Affordable Care Act. This has provided a sub-
stantial boost for the IT industry. In fact, public trust
in physicians has been declining in recent years (48,50)
with the United States ranking number 3 in satisfac-
tion with the treatment they receive when a patient
visited a doctor the last time. In answer to the question,
“All things considered, doctors in your country can be
trusted,” Switzerland ranked number one in both cat-
egories, however, under a different health care system
and less regulatory atmosphere.

SuMMARY

Information technology has brought significant
advances to modern life. We, like many others, believe
that IT properly utilized in the delivery of health care
ultimately bodes well for the care of our patients. The
challenge is that the current technology does not live
up to that promised state of multiple elements of im-
proved care through IT. Despite that, legislative man-
dates have required large-scale adoption of present day
health care IT solutions. These regulations have been
particularly challenging for independent practitioners.
Our efforts at making these points are now supported
by a growing body of research including a very impor-
tant analysis by the ECRI.
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