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UPDATE: ELECTRONIC TRANSACTIONS, HIPAA, AND MEDICARE

REIMBURSEMENT

Erin Brisbay McMahon, D

Physician practices that transmit any
health information in electronic form in con-
nection with a transaction covered by the
HIPAA transactions and code sets rule will
be required to comply with the rule no later
than October 16, 2003. Under the rule, if cer-
tain transactions, such as the filing of claims,
are conducted electronically, they must con-
tain certain data content and be formatted in
a particular way.

On and after October 16, 2003, Medi-
care will require claims to be submitted elec-
tronically unless a physician practice has
less than 10 full-time equivalent employees.
Practices with fewer than 10 FTEs can contin-
ue to submit paper claims to Medicare with-

out any further action on their part.

At a minimum, physician practices must
have the ability to capture the data required
by the rule for covered transactions conduct-
ed electronically, and either use a clearing-
house to translate the data to X12N format or
obtain a translator and electronic connectivity
to ensure that the practice can send electroni-
cally compliant claims by October 16, 2003.

Trading partner agreements may specify
the duties and responsibilities of each party to
the agreement in conducting a covered trans-
action electronically, but they are not required
under HIPAA. Business associate agreements
are required under HIPAA if a practice choos-
es to use a business associate (a person who

performs an activity falling under the rule on
behalf of the practice), including a health care
clearinghouse, to conduct electronic cov-
ered transactions for it, and the agreement
must comply with the HIPAA transactions and
code sets rule, the privacy rule, and the secu-
rity rule.

This article is not, and should not be
construed as, legal advice or an opinion on
specific situations.
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THE TRANSACTIONS AND CODE SETS
STANDARDS

On August 17, 2000, the Department
for Health and Human Services (HHS) is-
sued the final rule that governs electron-
ic exchanges of financial and administra-
tive information in the health care indus-
try (1). HHS was required to adopt the
rule, known as the Transactions and Code
Sets Standards (TCS rule), pursuant to
the administrative simplification provi-
sions in the Health Insurance Portability
and Accountability Act of 1996 (HIPAA)
(2). Congress and the regulators hoped
that adoption of the TCS rule would sim-
plify electronic transactions and result
in cost savings throughout the industry
(3). Technical corrections were made to
the TCS rule on November 24, 2000 (4),
and the TCS rule was modified on Febru-
ary 20,2003 (5).

The TCS rule applies to all health care
providers who transmit any health infor-
mation in electronic form in connection
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with a transaction covered by the TCS
rule. Ttalso applies to health care plans and
health care clearinghouses (6). Health care
plans include most private sector health
plans that provide or pay the cost of medi-
cal care (e.g., managed care organizations),
and all government health plans (including
Medicare and Medicaid) (7). Health care
clearinghouses are public or private en-
tities that either (a) take information re-
ceived from another entity (e.g., a physi-
cian group practice) in a nonstandard for-
mat or containing nonstandard data con-
tent and convert it into a standard trans-
action or standard data elements for a re-
ceiving entity (e.g.,a health plan) or (b) re-
ceive a standard transaction from another
entity (e.g., a health plan) and convert it
into nonstandard format or nonstandard
data content for a receiving entity (e.g., a
physician group practice) (8). A physician
practice that conducts transactions cov-
ered under the TCS rule (such as filing a
claim) electronically through a clearing-
house falls under the TCS rule and must
conform to all aspects of the HIPAA ad-
ministrative simplification regulations on
their respective compliance deadline dates
(e.g., the privacy rule, the security rule, and
the TCS rule) (9).

Health Care Transactions Subject to the
TCS Rule

Under the TCS rule, an electron-
ic transaction involves information ex-
changes between two parties to carry out
financial or administrative activities relat-
ed to health care. Transactions subject to
the TCS rule, known as “covered transac-
tions,” include the following types of elec-
tronic data interchange:

+  Health claims and equivalent en-
counter information - a request by
a provider to obtain payment for
health care from a health plan or en-
counter information for the purpose
of reporting health care (10);

+  Enrollment and disenrollment in
a health plan - the transmission of
subscriber enrollment information
to a health plan to establish or termi-
nate coverage (11);

+  Eligibility for a health plan - an in-
quiry by a provider to a health plan
or between health plans regarding an
enrollee’s eligibility to receive health
care under a plan, coverage of health
care under the plan, or benefits asso-
ciated with the plan, or the response
to that inquiry (12);
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+  Health care payment and remittance
advice - the transmission of payment
or information about the transfer
of funds from a health plan to a
provider’s financial institution or
the transmission of an explanation
of benefits or remittance advice from
a health plan to a provider (13);

+  Health plan premium payments - the
transmission of payment, informa-
tion about the transfer of funds, de-
tailed remittance information about
individuals for whom premiums are
being paid, or payment processing
information to transmit health care
premium payments from the entity
that is arranging for the provision
of health care or is providing health
care coverage payments to the health
plan (14);

+  Health claim status - an inquiry to
determine the status of a claim, or
the response to the inquiry (15);

+  Referral certification and authoriza-
tion - a request for review of health
care to obtain authorization for the
care, a request to obtain authoriza-
tion for a referral, or a response to
either of these requests (16); or

+  Coordination of benefits - the trans-
mission from any entity to a health
plan for the purpose of determining
the relative payment responsibilities
of the health plan concerning claims
or payment information (17).

Physicians conducting any of these
transactions electronically will be able to
use a standard format to determine a pa-
tient’s eligibility for insurance coverage, file
a claim, ask about the status of a claim, re-
quest authorizations for services or special-
ist referrals, and receive electronic remit-
tances to post receivables. Similarly, health
plans will be able to pay physicians, autho-
rize services, certify referrals, and coordinate
benefits using a standard electronic format
for each transaction. HHS will eventually
adopt standards for claims attachments and
the first report of injury (18).

Conflicting state laws will be super-
seded by the standards, although HHS is
developing an exception process pursu-
ant to HIPAA. Specific exceptions to the
standards may also be allowed for entities
wishing to test (a) a modification to an
existing standard or (b) a different stan-
dard (19).
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What Are the Standards?

HIPAA required HHS to adopt data
and format standards for the covered
transactions, if possible, that were de-
veloped by private sector standards de-
velopment organizations accredited by
the American National Standards Insti-
tute (ANSI) (20). ANSI Accredited Stan-
dards Committee (ASC) X12N standards,
Version 4010-A-1 are the standards ad-
opted for the electronic covered transac-
tions listed above (21). Retail pharmacies
have their own set of standards, which are
not discussed here. Each implementation
guide for each of the standards is several
hundred pages long and can be obtained
online at http://www.wpc-edi. Specifically,
the standards are:

+  837P or ASC XI12N 837 - used for
health claims and equivalent en-
counter information in place of the
CMS-1500 or NSF electronic format,
and for coordination of benefits, and
called “Health Care Claim: Profes-
sional” (22);

+ 834 or ASC X12N 834 - used for en-
rollment and disenrollment in a health
plan and called “Benefit Enrollment
and Maintenance” - physician practic-
es may use this electronic transaction
to enroll and disenroll employees from
their health plan (23);

+ 270 or ASC XI12N 270 - used to
determine eligibility for a health
plan and called “Health Care Eligi-
bility Benefit Inquiry”, and 271 or
ASC X12N 271 - used to respond to
that inquiry and called “Health Care
Eligibility Benefit Response” (24);

+ 835 or ASC X12N 835 - Health Care
Claim Payment/Advice - the stan-
dard for an explanation of benefits
from the health plan (25);

+ 820 or ASC XI12N 820 - used for
health plan premium payments and
called the “Payroll Deducted and
Other Group Premium Payment for
Insurance Products” standard (26);

+ 276 or ASC X12N 276 - Health Care
Claim Status Request, and 277 or
ASC X12N 277 - used to respond to
that inquiry and called “Health Care
Claim Status Response” (27); and

+ 278 or ASC X12N 278 - used for re-
ferral certification and authorization
requests and responses and called a
“Health Care Services Review - Re-
quest for Review and Response” (28).

When conducting a covered transac-
tion electronically, physicians are required
to use applicable medical data code sets as
specified in the implementation specifica-
tion that is valid at the time the health care
is furnished. Under the TCS rule, a “code
set” is any set of codes used for encod-
ing data elements, such as tables of terms,
medical concepts, medical diagnostic
codes, or medical procedure codes. The
standard medical data code sets that must
be used to code electronic covered trans-
actions on and after October 16, 2003 are
as follows:

«  International Classification of Dis-
eases, 9th Edition, Clinical Modifica-
tion, (ICD-9-CM), Volumes 1 and 2
(including The Official ICD-9-CM
Guidelines for Coding and Report-
ing), as maintained and distributed
by HHS, for the following condi-
tions:

. Diseases.

. Injuries.

. Impairments.

. Other health problems and their
manifestations.

5. Causes of injury, disease,

impairment, or other health

problems (29).
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«  International Classification of Dis-
eases, 9th Edition, Clinical Modifica-
tion, Volume 3 Procedures (including
the Official ICD-9-CM Guidelines
for Coding and Reporting), as main-
tained and distributed by HHS, for
the following procedures or other
actions taken for diseases, injuries,
and impairments on hospital inpa-
tients reported by hospitals:

. Prevention.

. Diagnosis.

. Treatment.

. Management (30).
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. Code on Dental Procedures and
Nomenclature, as maintained and
distributed by the American Dental
Association, for dental services (31).

+  The combination of Health Care
Financing Administration Common
Procedure Coding System (HCPCS),
as maintained and distributed by
HHS, and Current Procedural Ter-
minology, Fourth Edition (CPT-4),
as maintained and distributed by the
American Medical Association, for
physician services and other health
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care services. These services include,
but are not limited to, the following:

1. Physician services.

2. Physical and occupational therapy
services.

3. Radiologic procedures.

4. Clinical laboratory tests.

5. Other medical diagnostic proce-
dures.

6. Hearing and vision services.

7. Transportation services including
ambulance (32).

+  The Health Care Financing Admin-
istration Common Procedure Coding
System (HCPCS), as maintained and
distributed by HHS, for all other
substances, equipment, supplies,
or other items used in health care
services, with the exception of drugs
and biologics. These items include,
but are not limited to, the following:

1. Medical supplies.
2. Orthotic and prosthetic devices.
3. Durable medical equipment (33).

Local and proprietary codes still in
use by health plans can no longer be used
in electronic covered transactions after
October 16,2003 (34).

THE INTERACTION OF MEDICARE
ReimBursemenT, HIPAA, ano ASCA

The original compliance date for
the TCS rule for providers who conduct-
ed covered transactions electronically was
October 16, 2002 (35). However, in De-
cember 2001 the Administrative Simpli-
fication Compliance Act (ASCA) was en-
acted to allow any physician who filed a
compliance plan with HHS before Octo-
ber 16, 2002 an additional year to come
into compliance with the TCS rule (36).
The February 20, 2003 modification to
the TCS rule addressed the issue of com-
pliance with the TCS rule between Octo-
ber 16, 2002 and October 16, 2003 for en-
tities that did not file a compliance plan,
but the complex enforcement rules that
apply to those entities are beyond the
scope of this article.

ASCA also required all Medicare
claims under Parts A and B to be filed
electronically by October 16, 2003, un-
less a physician practice had less than 10
full-time equivalent employees (FTEs) or
some other very limited exceptions ap-
plied (37). This has led many physician
practices to the mistaken belief that if they
have less than 10 FTEs, HIPAA does not

apply to them. This is not true. The TCS
rule does not compel you to conduct any
of the covered transactions electronically,
but if you conduct even one electronically,
you are subject to all of the HIPAA rules,
including the TCS rule, the privacy rule,
and the security rule. ASCA simply states
that if a physician practice has less than 10
FTEs, it can choose to file Medicare claims
on paper. ASCA has nothing to do with
whether a provider is subject to HIPAA.

One potential trap that physician
practices should be aware of is that, if the
practice has to conduct transactions elec-
tronically with Medicare because it does
not meet the fewer than 10 FTE excep-
tion and has not conducted them before,
the day that the practice conducts its first
electronic transaction with Medicare or
any other health plan or clearinghouse,
it becomes automatically subject to the
HIPAA privacy rule and must be in im-
mediate compliance with it. There is no
grace period.

How 10 GET REIMBURSED FOR HEALTH
Care ArTER OCTOBER 16, 2003

Physicians have several options for
conducting covered transactions, including
filing claims, after October 16, 2003 (38).

. Continue submitting  transactions,
including claims, on paper. If health
plans will accept them, you can con-
tinue to submit covered transactions
on paper. Read your contract with
your health plan carefully to deter-
mine if you can still submit paper
claims. Someone from your office
or your information technology (IT)
vendor should have already reviewed
your payers’ websites and talked with
them about their requirements (39).

«  Paper or mnon-standard electronic
transactions sent to a clearinghouse.
A clearinghouse can take a paper
or a non-standard electronic claim,
convert it into the HIPAA required
format, and submit it to payers.
However, physician practices should
assure themselves that their office is
capturing all the necessary data for
the clearinghouse to send a HIPAA-
compliant claim to the payers (40).

*  Electronic transactions with standard
content sent to a clearinghouse. Here,
the physician works with its practice
management or billing system ven-
dor to make sure all HIPAA-required
content is captured. The clearing-

house then translates the claim or
other transaction into the HIPAA-
required format (41).

«  Direct data entry. A physician may
use a “direct data entry” process,
where data are directly keyed into a
health plan’s computer using dumb
terminals or computer browser
screens, if the payer offers this
service. Direct data entry covered
transactions must comply with the
data requirements of the applicable
standard, but need not comply with
the format portion of the standard
(42).

«  Electronic covered transactions that
comply with HIPAA data and content
requirements may be sent directly to
the payer by the physician practice.
This will require a system that can
convert data to the X12N format and
connectivity to the health plan. Not
all health plans have the capability to
perform all of the covered transac-
tions electronically right now. They
may direct a physician practice to use
a clearinghouse to receive, process, or
transmit an electronic covered trans-
action. If they do, they cannot charge
fees or costs in excess of the fees or
costs for normal telecommunica-
tions that a physician practice incurs
when it directly transmits or receives
a covered transaction electronically
to or from a health plan (43).

At a minimum, physician practic-
es must have the ability to capture the
data required by the TCS rule for cov-
ered transactions conducted electronical-
ly, and either use a clearinghouse to trans-
late the data to X12N format or obtain a
translator and electronic connectivity to
ensure that the practice can send elec-
tronically compliant claims by October
16,2003 (44).

The TCS rule does not require phy-
sicians to submit claims transactions or
any other transactions electronically, but
all transactions submitted electronical-
ly must comply with the standards. For
example, a physician could send an elec-
tronic health care claim standard trans-
action for Patient A to health plan Z, and
could also send a paper claim for patient
B to health plan Z, provided health plan Z
still accepts paper claims. The same phy-
sician could send an electronic health care
claim standard transaction to health plan
S and send paper claims to health plan T,
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provided health plan T still accepts paper
claims. However, if your practice sim-
ply uses paper, telephones, faxes sent by
a dedicated fax machine and not sent by
a computer, then you are not subject to
HIPAA or the TCS rule. As a practical
matter, however, most health plans will
probably begin to require that claims be
filed electronically or assess an additional
fee for processing paper claims and other
covered transactions not submitted elec-
tronically (45).

Under HIPAA, health plans must ac-
cept the standard claim submitted elec-
tronically. They cannot:

+ require physicians to make changes
or additions to the standard claim;

+ delay or reject a transaction, or at-
tempt to adversely affect a physician
practice or the transaction, because
the transaction is a standard one;

+  reject a standard transaction on the
basis that it contains data elements
not needed or used by the health
plan; or

+ offer incentives for physicians to
conduct a transaction covered by
the TCS rule as a direct data entry
(46).

Until a standard is adopted for elec-
tronic health claims attachments and
compliance is required with that stan-
dard, health plans can continue to require
health claim attachments to be submitted
on paper (47).

TRADING PARTNER AGREEMENTS AND
BusiNESS ASSOCIATE AGREEMENTS

Trading partner agreements are
agreements relating to the exchange of
information in electronic transactions.
They may specify the duties and respon-
sibilities of each party to the agreement
in conducting a covered transaction elec-
tronically, but they are not required un-
der HIPAA (48). They might be partic-
ularly helpful in specifying electronic se-
curity and connectivity requirements and
indemnification duties of the parties, e.g.,
which party will ultimately pay for costs
incurred by security breaches (49). The
TCS rule, however, does specify that phy-
sician practices cannot enter into a trad-
ing partner agreement that would do any
of the following:

+ change the definition, data condi-
tion, or use of a data element or seg-
ment in a standard;
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+ add any data elements or segments
not in the maximum defined data
set in the applicable implementation
guide;

+ use any code or data elements that
are either marked “not used” in the
implementation specifications or are
not in the standard’s implementa-
tion specifications; or

+ change the meaning or intent of a
standard’s implementation specifica-
tions (50).

Similarly, provider contracts with
health plans and health plan administra-
tive manuals cannot provide for any of
the above. This means that physicians
choosing to engage in electronic trans-
actions covered by the TCS rule must re-
view their provider contracts with health
plans and revise them so that renewals of
the contracts occurring on and after Oc-
tober 16, 2003 state that electronic stan-
dard transactions must comply with the
regulation (51).

Physicians may choose to use a busi-
ness associate (a person who performs an
activity falling under the TCS rule on be-
half of the physician), including a health
care clearinghouse, to conduct electron-
ic covered transactions for them. How-
ever, the physician must contractually re-
quire the business associate (1) to comply
with all applicable requirements of the
TCS rule and (2) to insist via written con-
tract that the business associate’s agents
and subcontractors comply with the TCS
rule (52). Such business associate agree-
ments must also meet the requirements
of the HIPAA privacy rule and, by April
20, 2005, the requirements of the securi-
ty rule (53).

ENFORCEMENT AND IMPLEMENTATION

HIPAA gives the Secretary of HHS
the authority to impose monetary pen-
alties for failure to comply with a stan-
dard. The Secretary is required by stat-
ute to impose penalties of not more than
$100 per violation on any person or en-
tity who fails to comply with a standard.
However, the total amount imposed on
any one person in each calendar year can-
not exceed $25,000 for violations of one
requirement (54).

CMS, a department of HHS, recently
issued guidance on its enforcement of the
TCS rule after the October 16, 2003 dead-
line. It will focus on obtaining voluntary
compliance and will use a complaint-driv-

en approach. When CMS receives a com-
plaint about a physician practice, it will
notify the practice in writing that a com-
plaint has been filed. The practice will
then have the opportunity to:

+ demonstrate that it has complied
with the TCS rule;

+ submit a corrective action plan; and/or

+ document its good faith efforts to
comply with the TCS rule. If the fail-
ure to comply is based on reasonable
cause and is not due to willful neglect,
and the failure to comply is cured
within 30 days of notice from HHS,
then HHS cannot impose a civil pen-
alty. HHS has the authority to extend
the period within which the practice
may cure the noncompliance.

Significantly, CMS will not impose
penalties on health plans that continue
to pay non-compliant electronic covered
transactions if the health plan can dem-
onstrate active outreach/testing efforts
with its providers. The bottom line is
simple: to avoid fines, a practice must be
able to document that it took action prior
to October 16, 2003 to become compliant
and that it is continuing efforts to correct
any deficiencies in its electronic covered
transactions (55).

PracTicES THAT HAVE NOT BEGUN OR
Steps TowARDS COMPLIANCE

A practice that conducts covered
transactions electronically should have
filed its compliance plan with HHS be-
fore October 16, 2002, should have start-
ed testing with its clearinghouses and pay-
ers by April 16, 2003, and should be ready
for compliance by October 16, 2003. If
a practice has not completed all those
steps, it should immediately appoint a
person to be in charge of implementa-
tion and should immediately begin in-
vestigating resources available on the in-
ternet. Besides the CMS website (http:
//cms.hhs.gov/hipaa/hipaa2/default.asp),
which contains training tools and short,
practical advice sheets, one of the most
useful tools available is the HIPAA Trans-
actions and Code Sets Toolkit, available
at http://onlinepressroom.net/bcbsa/ (click
on 6/12/2003 Release regarding the tool-
kit, then click on the link to the toolkit in
the article).
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Important Addendum

As we went to press, CMS announced that it would accept noncompliant electronic transac-
tions after the October 16, 2003 compliance deadline. CMS will process HIPAA-compliant elec-
tronic transactions and covered transactions in the electronic formats now in use. CMS has not
indicated how long it will maintain what amounts to two electronic payment systems. This con-
tingency plan does not allow providers with 10 or more FTEs to file paper claims. Also keep in
mind that practices that send noncompliant electronic transactions to CMS are asking for an in-
vestigation as to why they were not ready to submit compliant transactions by the deadline. For
more information, visit http://www.cms.gov/media/press/release.asp?Counter=870
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